Fiwalk

Overview

Fiwalk is part of The Sleuth Kit's collection of digital forensics tools and is used to produce a DFXML (Digital Forensics XML) report on the contents of a
disk image. As the name suggests, fiwalk "walks" the file tree and collects information (metadata) about each of the files along the way, including the date
the file was last accessed, the date it was last modified, the file type, the user who created the file, and more.

Fiwalk can be run via the command line or from the BitCurator Reporting Tool. The instructions below detail the process of using fiwalk to generate DFXML
output via the BitCurator Reporting Tool.

Step-by-Step Guide

Step 1: Open the BitCurator Reporting Tool by double clicking on the "Forensics Tools" folder on the BitCurator desktop and then double clicking on the
"BitCurator Reporting Tool" icon.

Step 2: Once the BitCurator Reporting Tool finishes opening, select the "Fiwalk XML" tab from the options along the top (see Figure 1).

Step 3: Type the location of the disk image you would like to analyze in the "Image File" field, or navigate to the image by clicking on the "..." button to the
right of the field (see Figure 1).

Figure 1:The Fiwalk XML tab in the BitCurator Reporting Tool. _
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Step 4: Type the location and name of the DFXML file you would like to create in the "Output XML File" field or click on the "..." button to the right of the
field to navigate to the directory in which you would like to create the file. The DFXML file can be named according to whatever naming conventions you
are using for your collection, but it should end with a .xml extension. Once you have finished naming your DFXML file, click "Save" to return to the
BitCurator Reporting Tool (see Figure 2).


https://forensicswiki.xyz/wiki/index.php?title=Fiwalk
http://www.sleuthkit.org/about.php
https://forensicswiki.xyz/wiki/index.php?title=Category:Digital_Forensics_XML
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Step 5: Click "Run" in the bottom right-hand corner of the BitCurator Reporting Tool and wait for fiwalk to finish analyzing the disk image. The activity bar

on the bottom left will indicate that fiwalk is still running. Once fiwalk has finished, a success or error message will appear in the "Command Line Output”
window (see Figure 3).



Figure 3: fiwalk has successfully create the DFXML file.
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Fiwalk produces a DFXML file showing the volumes, directories, and files contained within a disk
image.
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>> Generating XML File /home/bcadmin/Desktop/exampledfxml.xml

>> Invoking command for Fiwalk = ['fiwalk’, "-F, '-X',
''fhome/bcadmin/Desktop/exampledfxml.xml’,
'fhome/bcadmin/Desktop/diskimages/exampleimage.E01']

>> Success!!! Fiwalk crea the following File(s):

o /home/bcadmin/Desktop/exampledfxml.xml

Step 6: You can navigate to the DFXML file and open it with any program that handles XML display (e.g. any internet browser) to view the contents and
confirm the file was created (see Figure 4).



Figure 4: View the DFXML file.
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This XML file does not appear to have any style information associated with it. The document tree is shown
below.

X
—<dfxml version="1.0">
—<metadata>
<dc:type>Disk Image</dc:type>
</metadata>
—<creator version="1.0">
<program>fiwalk</program>
<version>4.1.3</version>
—<build_environment>
<compiler>GCC 4.6</compiler>
<library name="afflib" version="3.7.2"/>
<library name="libewf" version="20130416"/>
</build_environment>
—<execution_environment>
—<command_line>
fiwalk -f -X /home/bcadmin/Desktop/exampledfxml.xml /home/bcadmin/Desktop/diskimages
fexampleimage.E01
</command_line>
<start time>2014-02-11T17:33:24Z</start time>
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